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We are pleased to you present you some security tips.

We thank you for your carene’s and

attention.and we Always wish you success.
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Ensure that there are no unauthorized
persons able to obtain the information
displayed in thevicinity of the
computer screen with theimportance
of activating the screen saver feature.
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Not to use external or personal devices
inside the ministry without a permit
from the General Department of Cyber
Security.
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Not to use computers or technical devices
affiliated with the Ministry, to download
and install programs that have nothing to
do with the work environment.
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Not to transfer files and documents

belonging to the organization outside
its scope , especially confidential ones,
regardless of its means, methods and
mechanisms.
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We are pleased to present to you some security tips.

We thank you for your carene’s and

attention.And we Always wish you success.
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The need to preserve the login
information and not disclose it

to anyone.
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? \ Use of work e-mail within the scope

of the tasks assigned to it.
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check that e-mails are from well-known or
trusted personnel’s with the need to check
the attached files before opening them.
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In case of the suspicion of any unusual
: i 4555

technical behavior you can contact the

number for support and reports at the

General Department of Cyber Security
4555,
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We are pleased to present you some security tips.
We thank you for your eagerness and
attention.We Always wish you success.

I Internet Browser Security
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Use browsers

Known Internet
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Install internet browsers

From official websites and
stores.

I Protect your accounts on social media
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Ensure URLs and files
are safe.

Do Not disclose
personal information.
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Be sure not to memorize words
Choosing to navigate the browser

Remember me because the hacker
can Get it when hacking the phone
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Activate two—faEtor
authentication.
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Block and close pop-ups
Some of them may pose
threats.
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Always keep your
browser update.
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use strong
password.

GETITON
} Google Play

App Store
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Download software

from official store.
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We are pleased to present you some security tips. Lol Gl LUl gdss p4) pasi Gl lasuwwy
We thank you for your eagerness and p3) Sindi g pSoloinl g pSDP pSJ GupsLu
attention.We Always wish you success. .obull g G109l log>
I Beware of Phishing Email sl 2yl jaof I
Phishing Email is an attempt to obtain sensitive duwbuo ULOQJSU, Sle Japoll dlgbo g L’Jgpﬁj_" sunill
information such as user names, passwords | iolaj ol Jgj_o“ Slols g guoadiuall clo wl g Jio
or credit card details, often for malicious reasons 85i)
by disguising as a trustworthy organization in . _l! tU: S gc oo L”'I?J“g._ ULWJ Ldl.c Ulof’:" aslb,
Email messages. a1 igysll aups Jibwy (€ o a6 b 630 ago @l Sle
Some Effective Ways to Detect Phishing: 2undl any dleall Gibll ghes

e Disguised or modified links dazo gl &uddo bulgy @

Moving the mouse over the link without clicking aule banll ggau buldl e gugloll 1§ o § ) 03
It Shows the actual URL you are directed to e.g . al

clgiogi pis s3I ,_,ls.QJI URL gloic ¢l asinbuuw
such as: www.mewa.gov.sa :JUo

e Bad Grammar & Spelling
Poorly written sentences, bad grammar,
and misspelled words indicate a phishing scam.
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® Personal Information ®
Be ware of any messages that aunidall Slogleoll
ask for your personal information. il elilogleo pogi clio wlbs Jibuwy ol oo il
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Logos or Signature 2ao6gill gl ljleidi
Don’t assume an email is legitimate O=— Juyoll éuslaoo e Jau U duouwy Oljlesd jgo 5gog

because it includes official looking graphics.
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We are pleased to present you with some security tips.
We thank you for your eagerness and
Attention. We Always wish you success.

I Mobile Devices Security

Mobile devices are something we should pay attention

to, and With the growing sophistication of cell phones,
hackers are trying to get their hands on any of these devices
to access and manipulate users and organizations’ data
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Backup data Utilize antivirus Install applications Use mobile Enable Mobile
regularly. software. form trusted sources. tracking feature. Avoid open networks Devices locking
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